DECISION 15 OF 1991: 13 APRIL 1991
ON THE USE OF PERSONAL DATA AND

THE PERSONAL IDENTIFICATION NUMBER

The petitioner sought constitutional review of ex@b legal rules on the grounds
that they violated the right to the protection afrgonal data under Art. 59 of the
Constitution.

Act X of 1986 on the State Population Registewnled inter alia, that under (a)
s.1(1), the objective of the Register was to pranibe enforcement of the citizens' rights
and the fulfillment of their duties, to provide @$ance for the activity of state and private
organisations; (b) s.1(2) the duty of the Registas the collection of data necessary for
unified personal data records and the keeping apglg thereof; (c) s.3 there was an
obligation to supply data on education and protessitraining; (d) s.4 the Register was
to contain the citizen's personal identificatiomer ("PIN"), and basic identification
and residence data, the scope of which data tedwmrded being delegated to the Council
of Ministers; (e) s.6(2) for the compulsory intration of the PIN into the Register and
into the procedures for the administration of westand of the State; (f) s.7(1) the Register
(for its services) could use data from other resadirthe organisation concerned approved;
(g) s.7(2) a private person could request rightitgrest, such application being certified
by his own statement or by an official documenhe Register was to supply data to state
and private organisations to facilitate the perfance of their duties; (h) s.7(3) the

mandatory regular data supply to certain orgamusatfor the performance of their basic



tasks, such organisations to be determined by deaxfréhe Council of Ministers; (i) s.8,
provision of data could be refused if it violatediizen's personality rights; (j) s.10(2) the
citizen had the right to correct the data on himseid (k) s.10(3) personal data could
only be made public in cases specified by an Adtyathe Council of Ministers.

Two Decrees of the Council of Ministers were atsued to give effect to various
provisions of the Act: Decrees 25/1986 (VII.8) a@ti®/1990 (VII.3). Under the former,
it was provided,nter alia, that (a) in para. 1(1)(o) the registration of #&N for the
father, mother, children and spouse of the pems@uestion was required; and (b) in para.
5(2) the person/organisation requesting data freenRegister could only use it for the
purpose indicated in its application, therefor.

The petitioner submitted that (a) the Act was unstibutional because it did not
fulfill the Constitution or the regulatory level cessary for the regulation of fundamental
rights as required by Law Decree 11 of 1987 ondlative Competence; (b) the provision
of mandatory data was prescribed in such a waythigascope of data to be provided was
to be determined by the Council of Ministers alsafticted with Law Decree 11 of 1987.
The authorization did not specify the subject @& limit of its scope. Consequently the
Council regulated fundamental rights and dutiesatbich it could not be authorised; and
(c) it was unconstitutional for a Council of Miress' Decree to determine who received
the mandatory data and who, based on such dasdliseed rights and duties; moreover

the protection of personal data in the hands df secipients could not be guaranteed.

Held, granting the petition:
(1) In the absence of a definite purpose and foitrary future use, the collection
and processing of personal data were unconstitaltiorhe right to the protection of

personal data, the so-called right to informatisedf-determination, as guaranteed under



Art. 59, permitted everyone the freedom to decideu& the disclosure and use of their
personal data to the extent that the approval ef ghrson concerned was generally
required to register and use it. In addition Af.ensured that such person could monitor
the entire route of data processing thereby gueearg the right to know who used the
data and when, where and for what purpose it wad.us\ statute could exceptionally
require the compulsory supply of personal data prekcribe the manner of its use

provided it complied with Art. 8 (page 00, line ©page 00, line 00).

(2) In addition the principle of adherence to theal to be achieved was a
condition of and the guarantee for exercise of tight to informational self-
determination. Personal data might therefore belyprocessed for a definite and legally-
justified purpose to which every stage of the psscbad to conform. The person
concerned was to be informed of the purpose ford#ita processing in a manner which
allowed him to assess its effect on his rightsmiake a well-founded decision on its
provision and to enforce his rights were the ussumh data to depart from the original
purpose. If there were any possible alteratiothépurpose, the person was to be notified

unless a statute permitted otherwise (page 000nepage 00, line 00).

(3) The definition by the Act of the purpose armbe of collection of data
processing violated a person's right to human digniThe protection of the right to
informational self-determination in the processdafta forwarding was to be ensured
through guarantee-based regulations and the adieetenthe purpose to be achieved
which had to be present at every stage from th@lgup the elimination of such data
from a record. Since the Register the data prowgd$sr which was "for the purpose of

storage" lacked any tangible objective, this resllh a gap in continuity in purpose from



the data-forwarding stage onwards as well as ttiedélegitimacy of an alteration in the
purpose thereof. Moreover it was clear that a gadaessor with an undefined scope for
data collecting would become familiar with persodata in their entirety and in their
context. Taken out of its original context, théadased to create a "personality profile"
violated the personality rights of the person coned (page 00, line 00 - page 00, line

00).

(4) The collection of data and its processing weareonstitutional. Section 1 of
the Act provided a definition of the objective tietRegister and its duties which were
inadequate and vague, incapable of guiding dataegsing in a definite direction or
restricting it in any way. In addition under sdéta collection for storage purposes had no
definite purpose or scope. There was no detaigdf the data to be included in the
Register and instead the Act gave a broad authmiz#éo the Council of Ministers to
draw up such list. However it had gone beyondaitthorization under ss.3-4 when it
included for compulsory registration the PIN of fherson’'s father, mother, children and
spouse thereby violating the personality rightdh&f person since it used relationships

without his knowledge (page 00, line 00 - pagelid@, 00).

(5) Further, s.7 was unconstitutional since itegawnlimited freedom to the data
processing of the Register. The person conceradnet required to give his approval to
the processing neither was there a duty that dmeespecific service had been completed
the data was to be deleted or that a record of ausndments was to be kept with the
data. Moreover, when combined with data from otmurces, the data in the Register
could provide different information on a person whkiould be ignorant of its provision.

Consequently, in order to render constitutional dbquisition of data from other records



or its forwarding, the data would have to be usddlg for the purpose of original record-
keeping and made available only to the audienck whom the person would have to
deal in connection with the original record-keepirigata outside the collection remit of
the Register would have to be deleted after formaravhile the request and forwarding

of data would need to be documented (page 000nepage 00, line 00).

(6) In addition, different stipulations under sprovided for data supply or
forwarding to private persons, i.e. having a "righinterest” in another person's data, or
to organisations "to facilitate the performancehadir duties" which did not sufficiently
take into account a person's right to data praiectiThese objective conditions were of
themselves incapable of providing the requisitesifas protection under s.8 according to
which subjective criterion, supply could be refusied might violate personality rights.
The supply of personal data for the performancea specifically-defined task and the
performance of which possibly justified the riskvatved in the supply alone complied
with personality rights protection. Only organs sfate administration and the
administration of justice were given such task#hso identical restrictive conditions were
to be imposed on providing data to these organd@targanizations” other than private
persons - the right to informational self-deterniima could be enforced if based on a
right documented and certified in writing on thengafooting as private persons. Finally
the requirement of mandatory regular data supply.f§3) to local governments and to
ministries for the performance of "their basic ®&slwas insufficient to permit
constitutional data-forwarding and those entitledld only be determined by statute not

merely by executive decree (page 00, line 00 - g@gdéine 00).



(7) The express guarantees of personality righthe Act failed to meet all the
criteria of constitutionality. For instance, s.10(@nly provided the right to make
corrections for the person concerned. Since teenee of the right to informational self-
determination was that the party concerned mighiwkrand follow the route and
circumstances of the use of his personal datgprtbeonditions necessary for the exercise
of this right were to be ensured: applications data on certain subjects were to be
officially documented in the Registere. records on whose data was supplied to whom,
when and for what purpose, as well as the usehafr atata systems. Certification would
also facilitate possible corrections which wouletéeo be made in all registers receiving
the wrong item of data. Further the right to cotien should also be extended to
deletions. By s.10(3), personal data could onlyntede public in cases specified by
statute or executive decree which general authorizaf the latter, in view of the current
decision, was also unconstitutional. The rightnfermational self-determination might
be limited only in unavoidable situations, the ifustl exceptions to the rule being
determined by statute. Therefore only where thesgre concerned could forbid the
provision of his data recorded in the Register wWahle protection of personality rights

satisfy the Constitution (page 00, line 00 - pa@elide 00).

(8) Finally the general and unified PIN availabler unlimited use was
unconstitutional. Section 6(2) permitted the usd’iiNs in any official document and
record or computerized register system and was kihosder in scope than the Register:
indeed, it failed to limit or impose conditions tme use of PINs. The PIN threatened
personality rights particularly where data was @&eglifrom various databases without
informing the person concerned: he was therefordd in or deprived of the possibility

of monitoring the dataflow. Further this massrdgérconnected data, of which the person



generally had no knowledge, rendered him defenselasd created unequal
communication conditions so that one party possess@rmation giving a particular
(distorted) image of which the other party concdmas unaware. The power of the state
administration in using PINs was also markedly edézl. Where they were used outside
the ambit of the administration, this increased pbaver not only of the data processor
over the parties concerned but also of the Stateesit further broadened (possible)
control through use of such data. Taken togethey, seriously jeopardized the right to
self-determination and human dignity. AccordinBiNs remained contrary to the right to
data protection, to the principle of divided infaton systems with adherence to the goal
to be achieved and to the main rule that data wdsetacquired from persons with their

knowledge and consent (page 00, line 00 - pagér@000).

IN THE NAME OF THE REPUBLIC OF HUNGARY!

Pursuant to a petition submitted to request ansinya&tion into the unconstitutional

character of a legal rule in force, the ConstitadilocCourt has made the following

DECISION.

The Constitutional Court rules that the collectaond processing of personal data
in the absence of a definite purpose and forramryifuture use are unconstitutional.
The Constitutional Court rules that the general anified personal identification

number ("PIN") available for unlimited use is unstitutional.



The Constitutional Court rules that Law Decreeof 0986 on the State Population
Register as well as Decree 25/1986 (VII.8) MT iskbg the Council of Ministers for the
execution of this order and Decree 102/1990 (VINB) issued by the Council of
Ministers are unconstitutional;, accordingly, thadshaw Decree and its subsequent
executive decrees are declared null and void.

The nullified legal rules shall be ineffective as31 December 1991, with the
exception of their provisions listed hereunder whstall become null and void upon the

publication of the present Decision in tHangarian Official Gazette:

In the Law Decree:

The second sentence of s. 4,

Section 5(2),

The second and third sentences of s. 6(2),

Section 6(3),

The second sentence s. 7(1),

In s. 7(2): "unless otherwise provided for by tegdl order...", "or its rightful interest...",
and "or with its declaration...",

Section 7(4), as well as

In s. 10(3), the words: "in statutory instrumentecree by the Council of Ministers...".
Accordingly, in the period between the publicatminthe Constitutional Court Decision
and 31 December 1991, s. 4, s. 6(2) of the Law &rand s. 7(1) and (2), and s. 10(3)
thereof shall remain in force with the followingte

"Section 4: The state population register contains the citezd”IN, his basic personal

identification data and the address of his residenc



"Section 6(2): The PIN shall be used for the purposes of ideatibn in the computerized

registers which contain, among others, personal aatvell."

"Section 7(1): The state population register provides data twapr persons, and to

organizations for the performance of their duties.

(2) A private person may request from the state pojumaegister data and issue of
documents pertinent to other persons to which shentitled. The applicant shall verify
this entitlement by a “written deed.™

"Section 10(3): Data related to the citizen's person, familyustaind other circumstances
may be made public only with the approval by thezen concerned, or in cases

determined by an Act of Parliament.”

The Constitutional Court orders the publicationtefDecision in theHungarian

Official Gazette.

REASONING

The petitioner contested the Law Decree 10 of 188@he State Population Register
(hereinafter the "Act") and its two executive deseDecree 25/1986 (VII.8) MT and
Decree 102/1990 (VII.3) MT by the Council of Miress$ in their entirety, on the grounds
that these are contrary to the constitutional rightthe protection of personal data
(Constitution, Art. 59). The petitioner requestdidtaee legal rules be repealed.

The petitioner argued that the Act fails to fuléither the Constitution or the
regulatory level required for the regulation of damental rights by Law Decree 11 of

1987 on Legislative Competence and is, thereforedy unconstitutional. According to



the petitioner the fact that the Act prescribes ghavision of mandatory data in such a
way that the scope of data to be furnished is detexd by the Council of Ministers is

also in conflict with the 1987 Law Decree on Legisle Competence. This authorization
does not specify the subject or the limit of it®®e Thus, the Council of Ministers

regulates fundamental rights and duties for whichnay not receive authorization. The
petitioner also considers it unconstitutional thatlecree by the Council of Ministers
determines the recipients of the provision of mémgadata who, based on these data,
establish rights and duties, furthermore the ptmecof personal data in the hands of

these recipients may not be guaranteed.

According to Art. 59 of the Constitution everybadyentitled in the Republic of Hungary
to the right to good reputation, to the inviolatyilof private premises as well as to the
protection of private secrets and personal data.

The Constitutional Court, continuing to adherebee. 20 of 1990 (X.4) AB (MK
1990/98), does not interpret the right to the priide of personal data as a traditional
protective right, but as an informational self-detmation right, with regard to the active
aspect of this right.

Thus, the right to the protection of personal dataguaranteed by Art. 59 of the
Constitution, means that everybody is free to deadout the disclosure and use of his
own personal data. Hence, approval by the persowcetned is generally required to
register and use personal data; the entire routtataf processing and handling shall be
made accessible to everybodyg, everybody has to right to know who, when, wheré an

for what purpose uses his data. In exceptionas;an Act of Parliament may order the



compulsory supply of personal data and may alsecpiee the way these data may be
used. Such an Act of Parliament restricts, theldnmental right of informational self-
determination, and it is constitutional only if ig in accordance with the conditions
specified in Art. 8 of the Constitution.

Any legal rule which, irrespective of the procesltw be adopted, provides for the
taking, collecting, storing, handling, forwardirnmyblicizing, altering, preventing further
use, producing new information or on any other o$epersonal data (hereinafter:
processing of personal data) shall be in conformtih Art. 59 of the Constitution if it
comprises guarantees that the person concerndadeig@amonitor the route of his data
during the processing and to enforce his righte Tgal institutions for this purpose,
therefore, have to secure the concerned party'soeglpto the processing and have to
contain specific guarantees for those special cabesn data processing may take place
without the approval of the person concerned (jpbssvithout his being aware of it).
These legal institutions in charge of these guaemfor the purposes of verification have
to contain the route of the data within objectiweits.

Adherence to the goal to be achieved is a camdif and at the same time the
most important guarantee for exercising the righhtormational self-determination. This
means that personal data may only be processe@ fdefinite and legally justified
purpose. Every single stage of the data processirad) conform to the declared and
authentically set objective.

The person concerned shall be informed of the geef the data processing in
such a way so as to enable him to judge the effiedata processing on his rights, and to
make a well-founded decision on the provision af dhata; furthermore, to allow him to
enforce his rights if the use of his data devidites the original purpose. For the same

reason, the person concerned shall be notifiedtabgupossible change in the purpose of



the data processing. Processing with a new purpodegal without the concerned

person's approval only if it is expressly permitbgdan Act of Parliament with respect to
the data in question and to the processor. It\idlfrom the principle of adherence to the
goal to be achieved that collecting and storingadaithout a specific goal, "for the

purpose of storage", for an unspecified futurearseunconstitutional.

The other basic guarantee is the restriction enfoinwarding and publication of
data.

Data forwarding, in the strictest sense, meansttie data processor makes the
data accessible to a certain third party. Pubbeatif the data means that any third person
can have access to the data. Those, usually prfiess who are entrusted by the data
processor to perform the physical or the compwtated activity of data processing are
not considered "data processors”, and their adcetise data does not constitute "data
forwarding”. The responsibility of such a party che regulated separately, without
affecting the data processor's full responsibiitiyh regard to its own data processing
activity or that entrusted to somebody else bydduta processor.

Personal data may be made accessible to a thitg, péher than the concerned
party and the original data processor, and thetelipk up data processing systems, only
if all the conditions required for data forwardiag related to each item of data are
fulfilled. This, therefore, may mean that the rem of the data forwarding activity (the
one who requests the data) shall either have aifisp@tithorization by an Act of
Parliament to process the forwarded data, or it bhae approval by the concerned party.
Adherence to the goal to be achieved is, of coutlse, major impediment to data
forwarding. The requirement of adherence to thel goeébe achieved, and the above
specified conditions of change in the goal to bbieaed and data forwarding also

impedes the flow of data within and among stateiatnative organs.



The contested Act is unconstitutional becausélg ta meet the basic requirement for the
adherence to the purpose to be achieved. Partigular

- it does not specify the objective of data proregs

- in connection with this it does not determine eqisely the scope of data to be
processed;

- it allows the use of other unspecified recordd eggisters for services related to the
population register;

- it does not secure adequately the rights ofaffected persons, in particular it does not
contain sufficient guarantees concerning data folimg for the protection of the affected

party.

1. The definition by the Act of the purpose and #tope of collection of data
processing is unconstitutional.

Section 1(2) of the Act states that the duty @& $tate population register is the
collection of data necessary for unified persorahdecords, the keeping of records and
the supply of these data. According to s. 4 ofAkethe register contains "basic data on
personal identification and residence" (the dabnitof these is delegated to the Council
of Ministers), but s. 3 also prescribes the obbgatsupply of data on educational and
professional training. These are traces of the @oncevealed also in the Act, to establish
an integrated personal data bank which containsnib&t extensive possible data base on
citizens, ranging from data on health status amghgmnty to data on personal affairs with

official bodies. This concept required the compoismtroduction of the PIN into the



population register and in addition, into proceduo¢ state administration and into the
administration of justice (s. 6(2)).

This idea was incorporated even at the end ofeighties in the concepts for
development of the State Population Register Qffi8ecial opposition in the USA in the
mid-sixties, and in France and West Germany instheenties led to the abandonment of
similar plans for integrated, central state-manageister. The problems which surfaced
in connection with the creation of central data Ksatriggered everywhere legislative
measures on data protection.

Data processing "for the purpose of storage”, autha fixed purpose, and which
in the absence of a defined goal is indivisibleoaging to the different aims for use and is
involved in the provision of any data to a previgusidefined scope of agencies is not in
and of itself unconstitutional. The absence of aelee to the goal to be achieved shall
not be substituted by controlling data communicatom the basis of guarantee-based
regulations. Subjecting data-forwarding to certeomditions and to the adherence to the
purpose to be achieved present combined and revhate guarantees for informational
self-determination.

Adherence to the goal to be achieved shall prénan the supply of data to the
cancellation of the same from the record.

No solution may be constructed constitutionallyevehone component of the
constitutional right, the adherence to the goabéoachieved with respect to a central
integrated data bank operating without a definiteppse, applies only to the data
collector. The so-called "legal data quality” skeiist at all stages of the processing. The
fulfillment of certain guarantees in certain prageg stages is insufficient; this may not
remedy the unconstitutional character of other ebas'his is the reason why the

provision in para. 5(2) of Decree 25/1986 (V1.8 Mf the Council of Ministers, which



rules that the party requesting data from the pdpmn register may only use these data
for the purpose indicated in the application fotades insufficient. This otherwise self-
evident obligation of the applicant is not a subg for the absence of a tangible
objective of the population register and for theuieng lack of continuity in purpose that
is missing from the data-forwarding stage, or ek lof legitimacy of an alteration in the
purpose.

Independently of the constitutionality of datawarding in itself, it is obvious
that a data processor with an indefinite scopedfda collecting becomes familiar with
personal data in their entirety and in their coht&his leads to a complete exposure of
those subject to data collection to the procesdso, provides access to the private sphere
of these persons, furthermore, it results in anquak situation of communication in
which the party subject to data collection doeskmatw what the data processor knows
about him. The so-called "personality profile"ttie created from data taken out of its
original context particularly violates persongalitghts, and the avoidance of this is a
basic concern in judging the legal status of theoua data-processing activities because
this is concomitant to an extensive but undeterthsmope of data collection in the data
processing. For all these reasons such data prmogesslates human dignity.

The Constitutional Court has not found any coastihal right or interest that
would make it unavoidable to restrict the inforroatl self-determination right
guaranteed in Art. 59 of the Constitution by the o§ data processing with an indefinite
purpose, or that would be equal to the harm cabgexlich a data system. The efficiency
of the state administration particularly may notdoeh an interest because it may not be
proven that a data-processing method which sekiotslates the right to informational

self-determination is the only possible way to tsiéicient operation of the state



administration system. The data processing syst@inhwstores data without a definite
purpose is, therefore, considered as unconstititionthe Constitutional Court.

2. The main provisions of the legal rules conaegrthe population register are
also individually unconstitutional.

2.1 The definition of the objective specified etAct (s. 1(1): "to promote the
enforcement of the citizens' rights and the finiffént of their duties, is to provide
assistance for the activity of state organs, ecan@amd social organizations, associations
and associations of private persons' (hereinaftaganizations’)") is completely
inadequate in light of the fact that the estalplisht of a data-processing system affecting
the entire population of the country is in questi@nd, furthermore, this system
fundamentally affects personal data and the coofgbe rights related to it (see: PIN).
This vague text is incapable of guiding data preicgsin a definite direction or of
restricting it in any manneri.e. it does not allow at all for the mention of anyhatence
to a goal to be achieved. Section 1(2) says thatduty of the state population register is
to collect data for a basic unified personal receydtem...”, it confirms that data
collection for the purpose of storage and withoutledinite purpose is involved here
which, as stated under s. 4(b) of Decree 25/19868)MMT of the Council of Ministers,
"will provide for occasional data demands" alongfma regular but in the Act unspecified
scope of collection (see s. 7(3) of the Act).

2.2 The scope of the registered data is detednimes. 4 of the Act: "The state
population register contains the citizens' persog@ntification number, his basic
identification and residence data. The scope ®fidita to be recorded is to be determined
by the Council of Ministers."

This authorization is unconstitutional. Articlel3(of the Constitution provides

that the rules and regulations related to fundaateights and duties are determined by



an Act of Parliament. The regulation of the prosessf personal data obviously refers to
a fundamental right, to the right to the protectadrpersonal data specified in Art. 59 of
the Constitution.

"Personal record keeping" has already been indlwdéh the legislative subjects
under s. 5(1) of the 1987 Law Decree on Legisla@oenpetence. Anyone shall be able
to determine from the Act on the processing of @eat data which of his data are referred
to in the Act. In the contested Act the determmratineither of the objective of the state
population register, nor of its duties (s. 1), nbthe scope of the recorded data (s. 4) is
sufficient to specify unambiguously the scope hef tlata recorded therein.

Given the importance of a state population regisgtee Act should have given a
detailed list of the data to be included theremstéad, the detailed determination of these
data was left to the Council of Ministers in suclay that the scope of this authorization
in its contents has not been determined. The tbasic personal identification data" is
not specific enough to act as a guarantee. By demghe Act gave a free hand to the
Council of Ministers on the one hand, while, on t¢tieer one, it failed to provide concrete
information to those concerned. Otherwise, the itself makes the interpretation of its
own definition impossible when it requires theigatory supply of data on education
and professional training in s. 3. The executiveree includes these items in the data of
the population register, although these may nanbleided based on the authorization in
S. 4 of the Act. Decree 25/1986 (VII.8) MT of t@®uncil of Ministers, however, went
beyond even the broadest interpretation of theaaiziition provided in ss. 3 and 4 of the
Act when it, in addition, prescribed the regiswatof PINs for the father, the mother, the
children and the spouse (s. 1(1)(0)). These data mo& belong to the basic personal
identification data of the concerned party. Thaiclof personal identification numbers

allows, e.g. to detect even the remotest relatives. The usudh data can particularly



violate personality rights because it indicates ayades the use of relationships available,
without the person’'s knowledge, independently oéthver the person knows of or visits
these relatives; the family tree programme thuseals dangers similar to those already
mentioned in the personality profile.

Furthermore, s. 5(2) of the Act empowers the Marisor Internal Affairs to order
the keeping of separate records on persons whaerasicertain locations specified in the
legal rule. The complete of the definition of thermose and of the persons concerned
makes this authorization unconstitutional everisrcontent.

The apparent restrictions on the scope of datactan listed in the Act are made
completely nonsensical by s. 7(1) which statestti@population register "for its services,
may make use of data from other records if the roegdions concerned approve this."
This provision is unconstitutional both from thgeast of the scope of data collection area
and from the aspect of adherence to the goal axbieved.

This provision gives unlimited freedom to the daieocessing of the state
population register, and makes this organizatiocontrollable for several reasons: first,
the Act stipulates approval only by another dataepssing unit and not by the concerned
party; second, there is no stipulation concerniing deletion of these "alien" data after the
completion of the specific service or the requieat that a record on such amendments
shall be kept along with the data of the concemedly; third, when combined with data
from other sources, the data of the state populatgister may provide qualitatively
different information on the person who is notaasv of the provision of such
information. The only constitutional way to acgudata from other records or to forward
such data is if these data were used only for thrpgse of the original record-keeping,
and were not made available to a wider audience thase with whom the concerned

party had to reckon in connection with the origiredord-keeping. Data not belonging to



the state population register's scope of data calle would have to be deleted after
forwarding the same while the fact of the data estjiand the forwarding would have to
be documented.

2.3 All legal rules in force concerning data fordiag are unconstitutional.

The Act provides different stipulations for datgplies to "private persons” and to
"organizations".

According to s. 7(2) a private person may reqaesther person's data to which
he is entitled or in which he has a rightful insgreThe applicant shall certify this by his
own statement or by an official document. The spatpulation register supplies data to
organizations (according s. 7(1) organizations aséate organs, economic and social
organizations, associations and associations ofateri persons) "to facilitate the
performance of their duties."

These conditions for the supply of data do notjadeely take into consideration
the concerned persons' right to the protectiomefdata but, however, favour those who
request the data and the organs of the state pgmpulagister. They are even unsuitable
to serve as a starting point for the implementatbthe population register's obligation
for personality protection (s. 8).

According to s. 8 of the Act the provision of daflaall be refused if it might
violate personality rights. This obligation was @msly meant to serve as a subjective
filter to be applied after the objective critergesified in s. 7 are fulfilled. However, the
objective conditions: the verbally stated "rightinterest," and the "performance of task"
by any organization are, in themselves, insufficiem provide for the protection of
personality rights; how could they provide a staytpoint for the population register to
weigh whether the use or supply of certain datéates the personality right of the person

concerned. The terms "task" and "rightful interes€ equally tenuous and intangible and



they do not even differ from one another. For eplanthe "task” of enterprises (and the
rightful interest of the entrepreneurs) is to haverofitable operation. Is the National
Population Register free to decide whether supglypnactically a salee.g., for the
purpose of advertising as specified under s. 9hef Act the names and residential
addresses of ten thousand people of a certairagexand given residential location with
given schooling violates their personality rights?

Obviously, only the supply of personal data foe performance of a "task” that is
specifically determined and the performance of Wipossibly justifies the risk involved
in supplying personal data is in accordance wiid protection of personality rights.
According to the Constitutional Court, it is onhetorgans of state administration and of
the administration of justice which are providedthwisuch tasks. If the applicant
organization proves that it needs data in ordeatoy out lawfully a task within its scope
of activity, then this limits the types of dakee organization may request. If, in addition,
this organization specifies the circumstances wigabrantee the compliance with the
adherence to the goal to be achieved and therigeof the data, furthermore if the
request for the data is documented by the stateulgipn register (to the person
concerned as well), then this kind of data forwagdmeets the objective requirements for
the protection of personal data. After this thereudd still be an investigation into
whether the provision of data based on s. 8 of Al shall be rejected. The
Constitutional Court mentions this example onlystmw the level of protection that is
necessary for the right of informational self-deteration, and wishes to illustrate its
view that in the absence of such or similar guaesits. 7 of the Act is unconstitutional.

It follows from the foregoing that identical andstrictive conditions should be
imposed on the furnishing of data to "organizatioother than private persons, state

administrative bodies and organs for the admirtistnaof justice. For example, the right



of informational self-determination can be enfordadthis case if, based on a right
(possible rightful interest”) documented and iGed in writing, the state population
register may, in general, disclose the resideatidress.

The private person should acquire any additioagh dfom the concerned party if
he is really entitled to it, he may even resorlbain the court's ruling on the matter. On
the other hand, the investigative duty mentionesd. i8 is also applicable to this case: for
the protection of the right of the concerned pattg, state population register may refuse
to disclose even the residential address.

The Constitutional Court wishes to ensure the tti®nally required protection
of the right even for the period while the Actimsforce. At this point, however, this
could only be achieved, with the nullification oértain parts of the legal rule, by
preventing the possibility of data supply to orgations unauthorized to regular data
supply, and by requiring a written certification tbie right of data supply in case of the
furnishing of data to private persons. The furmghof names and residential addresses is
theoretically considered constitutional by the &dational Court in case the rightful
interest is documented in writing. However, sinoe Court may resort only to the means
of annulment, it is not in the position to distimgh between the various users and
methods of use of the data stored in the state lati register. Subsequent to the
annulments ordered by the Court's decision, a f@ip&rson, may request any of the
currently stored dataj.e. not only names and addresses by presenting aemvritt
certification of his right; any application for tdabeyond this recall may be restricted
based on s. 8 only by the state register weigthegnatter. However, it seemed too big a
risk to rely on this insecure protection in theeca$ data being requested on the basis of

"rightful interests," and by organizations on bHasis of "its tasks."



According to s. 7(3) of the Act, the legal rule yr@escribe mandatory regular
data supply to certain organizations for the pentomce of their basic tasks.

These organizations are specified by the two dkexuwecrees. Obviously, the
"basic task" of the organizations specified in deerees, such as councils and ministries,
is not in itself a sufficient criterion for a coitationally acceptable data forwarding. For
this reason, and because the personal files amddreystems of the local governments
and ministries do not constitute a unit and beedhs principle of adherence to the goal
to be achieved limits the interaction of intra-offidata-processing systems, the issue as to
what data to what registers has to be regularlydoded shall be determined by an Act of
Parliament.

In addition to the content-related unconstitutldpaof data forwarding, the
unconstitutionality of the formal character of ttedated authorizations is also applicable
in this case: those entitled to regular, compylsiata supply shall not be determined by
a decree issued by the Council of Ministers, afi@@al rule" is even less acceptable to
specify the scope of the data to be made availabl

2.4 The abovementioned shortcomings in the regulatseriously endanger the
rights of the party concerned. The explicit guagastof personality rights specified in the
Act are not sufficient either to meet all the eriid of constitutionality.

The obligation of the population register to pobteersonality rights prescribed in
s. 8 of the Act is not feasible since the condgispecified in the Act for data supply in
themselves violate personality rights.

Furthermore, it is insufficient that s. 10(2) onbyovides the right to make
corrections for the parties concerned. Since teere® of the right for informational self-
determination is that the party concerned may knamd follow the route and

circumstances of the use of his personal data,goiiynthe preconditions necessary to



exercise this right shall be ensured. In other wptte applications for data on certain
subjects shall be officially documented in the dapan registerj.e. records on whose
data were supplied to whom, when and for what pgepeill have to be kept. The use of
other data systems should also be recorded1(y. 7(

Another reason for the certification is that pkescorrections would have to be
made in all registers which received the wronghit data. In addition, the right of the
person concerned to make corrections shall alsndxb deletions as well.

For example, if the population register fails telefle data received from other
records, the person in question may require theeotb do so. This would naturally also
necessitate the right to the inspection of the datalO(1)) to extend to the above
certifications; and this right shall not be refdisecording to art. 83(2) of the Civil Code
on the grounds of violating "state or public ségunterests."”

According to the Act personal data may only be enadblic in cases specified by
an Act or by decrees of the Council of Ministers18(3)). In view of the foregoing, a
general authorization provided for the Council oihMdters is also unconstitutional. The
Constitutional Court notes that the state poputategister would satisfy its obligation to
the protection of personality rights only, if itrfearded or published personal data in those
cases only when the task requiring the supply ¢& dauld not be performed by data
precluding the possibility of personal identificati (anonymous). In the cases of
aggregate data request for planning, statisticdlusiness purposes, anonymous data are
also of much help to the local governments or teirmss associations without
jeopardizing personality rights.

Since the right to informational self-determinatimay be constitutionally limited
only in unavoidable situations, the protection mérsonality rights satisfies the

Constitution only if the person concerned may fdrihie provision of his data recorded in



the state population register. The "unavoidablgasibns": the justified exceptions to the
rule may be specified by an Act of Parliament.

3. The unlimitably general and unified persona&hnidfication code (PIN) the use
of which is unresrictedi.e. the PINs assigned to all the citizens and ressleitthe
country according to the same principle) is unttutgonal.

Section 6(2) of the Act states: "The personal tifieation numbers shall be used
as identification data in the computerized recosthsch contain other personal data; it
shall be entered into official documents and regpm@hd shall also be used in state
administration and judicial procedures."

According to the restrictive interpretation oistipassage the PINs shall be stored
in the computers of the population register as tifleation codes, and that these PINs
shall be entered into the files and records ofdta¢e population register. In its wider
sense, however, this passage allows the use of iRIAlsy official document and record,
moreover, these code numbers have been used for s of computerized register
system on the grounds that s. 6 is made up of gion8 broader than the scope of the
state population register. The provision of the éahcerning PINs is, thus, ambiguous;
as indicated by actual experience, this provisias failed to restrict unambiguously the
obligatory use of PINs.

This ambiguity, however, is only a consequenceth@ much more serious
shortcoming of the regulation from the aspect afstitutional law: this is that s. 6
imposes no limitations or conditions whatsoevetheuse of PINSs.

3.1 The PIN, as regulated in the Act, is a un@emaulti-purpose identification
code that may, in principle, be used in any registé is also in this sense that the
Constitutional Court applies the concept of PINhe reasoning of this decision and in the

discussion not strictly related to the Act. (Arathype of PIN is an identification number



for the purpose of data processing and which maydsel only for that, such as, the
pension number and account number. These persanders of limited use raise other
legal problems related to data protection.) Theerurlegal problem of the relationship
between the two types of personal number is tlgaslkion prevents the general use of
the personal number which is based on the adherenthe principle of the goal to be
achieved.

The significance of the unified personal idenéfion code is that it allows an easy
and positive identification of personal data aslwasltheir collection by means of a short
and technically easily manageable code which iariable and may not be interchanged.
Thus, the personal number is an obvious concomdaam@ny sort of integrated record-
keeping system; its introduction, both in Hungang abroad, was a part of the plan to
install large, central storage data banks. In adithe unified personal code is perfectly
suitable to the occasional link of personal datilable in different registers. Through its
use, the data are easily accessible, and may lbkathagainst one another.

These technical advantages enhance the efficiehayata-processing systems
utilizing personal numbers, and of the related aistrative or service operations.
Likewise, this system saves time and costs foseh subject to data supply because it
makes the repeated furnishing of data avoidable.

These advantages, however, involve serious rigskspersonality rights and
particularly for the aspect of the right to infortoaal self-determination. The PIN is
particularly dangerous to personality rights. |é thata are acquired from different data
bases, without "bothering" the person concernedpdsging him, then this person is
precluded from the data flow, and he is eithertiahiin, or deprived of the possibility of
monitoring the route and use of his data. This wettbontradicts the basic principle of

data protection that data should be obtained frov@ person concerned with his



knowledge. The widespread use of PINs results jpainng the private sphere because
even from the remotest data-storage systems edtatllifor different reasons may be
used to establish a personality profile which is atificial image extending to an
arbitrarily- wide activity of the person and peiaditng into the person's most private
matters; this image, due to its construction fromtadtorn out of their context, is most
likely to be a distorted image as well. In spitetlos, the data processor will make its
decisions on the basis of this image, will use timage to produce and forward further
information concerning the person in question. TEnge amount of these linked-up data,
of which in most cases the person in question lm&nmowledge, renders the person
defenceless and creates unequal communicationtoorsli\WWhere one party cannot know
the information the other party possesses aboutdngates a humiliating situation, and
prevents free decision-making. The power of theéestaministration in using PINS is
unduly increased. If PINs may be used in areasidrithose of the state, this does not
only yield power to the data processor over théigsmrconcerned but it leads to a further
growth in the power of the state because it extesd further the possible control
through the use of these data. All this combine®ssly to jeopardize the freedom of
self-determination and human dignity. The unlimited unrestricted use of PINs might
become a tool for totalitarian control.

The logic of PINs is thus contrary to the conslituielements of the right to data
protection, to the principle of divided informatieystems with adherence to the goal to
be achieved and to the principal rule that dataishbe acquired from parties concerned
with their knowledge and consent. If the principlek data protection are applied
consistently, the personal number loses its siggmiite because the "advantages" inherent

in it cannot be made utilized.



The PIN is the technically most advantageous timotliable link-ups of personal
data as far as the currently existing data-pracgdechniques are concerned. Personal
data may, of course, be connected to names, andgdéssary, to supplementary
identification items like mother's name and residgnaddress. Given the computer
capacities available today, the extent of thes# sbaicreate a serious problem. "Natural”
data might, however, change.d. names by marriage or name changes), and it might
happen that further data are needed to make disinsg furthermore, in case of variable
data (like residential addresses) the permanenttiqgd and monitoring of data is
necessary. The difficulties and expenditure invdlag@ght constitute a significant item in
the cost-and-benefit analysis of data processihgs tcreating a natural brake on
unjustified data acquisition which might otherwise encouraged by the readily available
PINs. The limitations arising from the right tdarmational self-determination apply, of
course, to any data acquisition and processing.tDtieeir technical perfection, the PINs
require the introduction of special safeguardsdooadance with the increased risks. If
personal data are updated by a central record4kgegystem available through the PINs,
then the data-processing body in charge of thigatio®, like the population register,
acquires a key position which, therefore, requmesespecially precise regulation by
guarantees.

3.2 The PINs, therefore, by their very nature ppgarticular danger to the rights
to one's own person. It follows from the primarytydwf the state concerning the
protection of fundamental rights (Constitution, A8) that this risk shall be reduced to a
minimum, i.e. the use of the PINs shall be restricted by secuvedulations. This can be
done in two ways: either the use of the PINs ibaaestricted to precisely defined data-
processing operations, or strict conditions androimg measures are to be imposed on

the availability of information connected to PINsdaon the link-up of record-keeping



systems using PINs. On the other hand, it musbeagnored that any limitation of the
unified and general code results in losing the ressef the code. A PIN available only
for limited use is no longer a PIN in the sens¢éhefAct.

3.3 The use of PIN varies widely from country tmgtry. In a number of countries
there arale facto universal PINs as a result of the unhindered ¢htation and application
of an identification code originally adopted forfidde purposes. The number itself was
originally introduced for the purposes of the plagion register or as a social security
number. Examples for the former one are Belgiummrbark, Iceland, the Netherlands
and Norway, while for the latter Finland or Switaed. The Swedish personal number,
considered as a copybook example of the universedopal number, was originally a
registration number in the birth certificate recorth other countries, personal numbers
are forbidden or even considered unconstitutioimaRortugal, a 1973 Act of Parliament
ordered the introduction of the universal PIN stgrtin 1975. On the other hand, Art.
35(2) of the 1976 Constitution, issued after thevfall of the fascist regime, forbids the
link-up of personal data storage systems, andrdowpto para. (5): "It is forbidden to
assign nationally uniform personal numbers to eng" In France and in the Federal
Republic of Germany, public opposition to the idéa population register using PINs led
in 1978 to the promulgation of the Acts on Datat&ton and to the abandonment of
integrated data storage systems and PINs.

The German Federal Constitutional Court declaecaly as in 1969 that the
"registration and catalogue-listing of citizens whiaffect the entire person of those
citizens" are incompatible with the fundamentahtitp human dignity to which the state
has no right even under the anonymity of statistiesa acquisition (BVerfGE 27.01.06.),
the so-called population census decision, whict9i®3 formulated the informational self-

determination right, considers PIN as a "decistep'sleading to personality profiles the



avoidance of which shall be accepted even by otteans of limitation on informational
self-determination (BVerfGE 65.1. 27,53,57).

Between the two extremes are those states whare personal numbers serving
certain purposes are used for purposes other tteortginal one: however, these were
successfully prevented from becoming universal so{lEhis was the case in France, for
example, where the identification number assigrmedvierybody born in France by the
National Economic and Statistical Research Centtendt become a general PIN; similar
legal constraints were imposed on the use of seemlrity numbers in Canada.)

The dangers of electronic data processing t@titenomy of personality became
widely recognized in the 70s. From this time ore BIN has become a symbol for the
total control of citizens, and for an approach fitciency alone and for the treatment of
persons as objects.

Although the PIN is only a tool, and its role n@yy be appreciated in the entire
context of data-processing regulation, yet itsoidiction or application was sufficient to
trigger the clash of the two value systems, thdéepeace of technical possibilities or of
personality rights. This resulted in the precesgal regulation, that is the limitation of the
use of PINs becoming a general requirement, argdptocess started even in countries
where the PINs had been introduced before the aigernsciousness of data protection.
(See,e.q., the report of the Data Protection Expert Comnaitsé the Council of Europe:
"Introduction and Use of Personal Number: Issue®affa Protection,” Strasbourg, 15
December 1989.) Even the application of the gernaratiples of data protection similar
to any other personal data present a limitatiothefuse of PINs. This means that legal
authorization is required for anybody who demarus disclosure of the PIN; in the
absence of such, no one may be disadvantagedféming to disclose his PIN. The PIN

must not contain sensitive datag( ethnicity or religion) but there is an increasing



demand that it should not be a "talking numberhesgiti.e. one that provides such
information as the date or place of birth.The us@earsonal numbers shall be exactly
specified and limited by law, and its use shaltbetrolled and supervised by independent
data protection officials. However, beyond theseegal requirements, the risks inherent
in PINs must be counterbalanced by separate safigjuses well. For example, the
establishment of data and record storage unitsatipgrwith PINs are subject to a special
permission in Norway, and in certain record-keepumgts the use of this number is
forbidden. The link-up of registers operating WRkNs shall be subject to particularly
strict conditions and supervision, and shall be eractessible to the persons concerned as
well. These safeguards were introduaeg., by the Swedish data protection office.

The safeguards related to PINs shall prevailasecof identification documents
that may be used similarle.¢. identity card, passport or driving licence numpeand
with adequate modifications in case of personaleso used in other special areas
(pension and social security numbers).

3.4 The current regulation of the PINs is uncaastinal because s. 6 of the Act
allowed their unlimited use or made their unlimitese compulsory with state organs
without providing safeguards against the dangdrsrent in them.

Hungarian law allowed for all the dangers arisirgn the nature of PINs to be
realized when it failed to regulate the use of snambers, and introduced them in an
unconditional way into such a legal environment rghtbe fundamental guarantees of the
right to data protection were unknown. (Only onetlése safeguards, the right of
inspection by the person concerned, was regulatdever, this being out of its context,
it has never become an actual right.) The issubeopossibility of limiting the data flow

within the state administration has never beeredalsy officials, and the handing out of



PINs was made a condition for the availability efvsces even outside the non-state
sphere.

These circumstances resulted in a multitude ofstexg operating with PINSs,
frequently without the knowledge of the persons cesned, and with unimpeded
communication between the various systems; todagngocan know who, where and to
what of his personal data has access.

In the face of such dangers the Civil Code ancerotbgal measures on the
protection of personality and secrecy are insugfiti It was with regard to the population
register and PIN system set up in 1974 that thraughodification of the Civil Code in
1977, a general clause was enacted to the effeichthcomputerized data processing may
violate personality rights, and introduced thehtitp correction of the person concerned,
and forbid the information supply to unauthoripsisons (Civil Code, art. 83).

However, up to the present time there has not laeesingle legal rule or court
ruling which gave substance to the abovementionetemgl clause, or indicated the
constituent elements of the right to informatioself-determination or of the right to data
protection. Data processors were not, thereforgedead either by adherence to the
purpose to be achieved or by rules on data acmunisdr forwarding, and the persons
concerned could not be aware of their rights eitfigdne persons concerned have no legal
possibility even today to learn about which reggstthey might be recorded in, and hence
the practice of the right of inspection is illusgryhe independent control and supervision
of data processing have been completely missindy @@ Act contained provisions
concerning the more detailed regulation of the flofvpersonal data and of their
protection. This Act has, however, been provedheyGonstitutional Court to fall short of
the requirements of constitutionality. The abovenosred, and generally insufficient

safeguards are in no way capable of counterbalgrtie@ peculiar risks inherent in the



nature of the PINs. Neither the Act nor Hungariaw Icontains measures directed at
fending off the dangers inherent in PINs eithempbgscribing conditions for their use, or
by allowing the control of the use of such numbers.

Based on these considerations, the legal rulésre@ concerning the use of PINs
violate the Constitution: these measures are cgnta the right to the protection of
personal data (Constitution, Art. 59), and limiedk rights in a disproportionate and
unnecessary manner.

3.5 It is the duty of the legislator to create/an, in accordance with Arts. 59 and
61 of the Constitution, concerning the protectidbpersonal data and the accessibility of
information of public interest, and to give a caterform in so-called area-specific Acts
to the basic principles laid down in the above nogred Act. It is the legislator's
responsibility to decide whether to introduce witlzertain limitations the PINs which
were annulled in their current form, and to spethfy limitations and special controlling
measures on the use of these PINs. In the preseset the Constitutional Court has
declared the PIN-system to be unconstitutional beeahe Act contains no limitation
whatsoever on the use of PINs. This, however, do¢snean that any sort of restriction
or limitation is sufficient to render the use ofNBI constitutional. The Constitutional
Court, therefore, summarizes its opinions expresgsale on the limits within which
personal identification codes are considered tm lwenformity with the Constitution.

The Constitutional Court establishes that the ersi@l personal identification
number is, by its very nature, contrary to the triggh informational self-determination.
Only the use of an identification number limited fdata processing with a specific
purpose is, therefore, compatible with the Constitu The Act introducing such
"personal numbers" limited in use shall provideutatpry and control guarantees that

preclude the use of this number for other purpasesin other contexts. Neither the "state



sphere", nor the entirety of state administratiay e considered a unity within which a
single, unified personal identification code slhalintroduced or used.

4. The Act and its executive decrees create orntaiai such a seriously
unconstitutional situation that would justify themmmediate invalidation. On the other
hand, the Constitutional Court has paid attentmtihé fact that an abrupt reorientation of
the reqistry created by these legal rules into esqmal identification system which
conforms to the Constitution would present a ttamsal but significant set-back to the
operation of these organizations. In addition,@oastitutional Court has also considered
the fact that the reform of these systems is ajresdier way, and that an Act on Data
Protection will soon be enacted within a foreseeaiohe. In order to facilitate the switch
to a personal registration system that is constitat, the Constitutional Court decided
that those parts of the Act on the basis of withehstate population register may perform
data furnishing absolutely necessary for the ptmteof citizens' rights and the operation
of administration will remain in effect until then@ of the year. Data service may
continue on a provisional basis to private persdnghey certify in writing their
entitlement to the data and to administrative eésdintitled by the decrees of the Council
of Ministers to regular data supply. (See Point al®ve for the reasoning of this.) Data
forwarding to private persons claiming only rightfoterests, or unable to certify their
right in writing, and to any organizations othearththe above-mentioned is, however,
discontinued with immediate effect.

In order to allow the performance of this limitecbpe of duty and to facilitate the
reorganization, the decision leaves the scope taf @equisition intact until the end of the
year, only the potential to expansion of this attilsy a decree has been made impossible

with immediate effect.



Due to the seriously unconstitutional characterth& current use of PINs, the
Constitutional Court annuls with immediate effelsé tDecree making the use of PINs
compulsory in official documents, registers, adstirdtive and in judicial procedures as
well as the Decree which had prescribed the eritBiN into the identity cards. From the
time of publication of this Decision, no one has tight to require the furnishing of the
PIN, or to make the exercise of any right or thang of a service dependent on the
furnishing of such number.

The Constitutional Court takes into account thatdlready existing PINs will not
be deleted from the state-managed registers befer@atroduction of the new codes by an
Act. It points out, however, that new subjects mayonger be registered with PINs, and
that the link-up of various registers by the PINseyond the limit of tolerance within
which the already existing PINs, used solely asrivdl indicators, are not to be deleted in
the interim period. This danger involved in suclmited use of the otherwise
unconstitutional PIN is offset by the fact that, ibg/ nature, this usage is doomed to be
phased out: since the unified character of theesystis necessarily destroyed by the ban
to register new data with the PIN, and by the taet the persons concerned will not
supply their former PINSs.

The abolition of the unconstitutional situationtl® duty of everybody who kept
PINs on records; this applies to both the stateamh the non state-run data processors
which have thus far used the PINs at their own th&loretically depending on the consent
of the persons concerned.

Only the state population register is entitledstue new PINs until 31 December
1991 and to use them, along with the existing oagsyternal identification codes. This is
necessary in order to keep the data base intadtthatlegislator makes its decision

concerning the constitutional successor of the [adjoun register.



5. This decision of the Constitutional Court viié promulgated in theungarian
Official Gazette, in accordance with s. 41 of Act XXXII of 1989 dine Constitutional

Court.



